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Memorandum 
 
To:  Mayor Gaffino and Village Board of Trustees 
CC: Steve Bosco, Village Administrator 
From:    David Arndt, IT Manager 
Date:     2020-09-30 
Re:        Exchange Server and Active Directory Migration  
________________________________________________________________ 
 
The Village’s eleven year old Microsoft Exchange email server reached its end of life 
in October of 2020 as Microsoft no longer provides support for the product.  Village 
staff met with Microsoft and several consulting companies who made 
recommendations based on our current environment and future direction of 
Microsoft technologies.  Based on these meetings Village Staff identified a viable 
path to move the Village’s network to the most current environment.   
 
Village staff recommends migrating our Exchange email server to a hosted cloud 
based service provided by Microsoft while virtualizing the remainder of our in-house 
servers over time.  Migrating the servers to the cloud provides protection from 
physical damage due to extreme weather, power or environmental failures, plus 
enhanced security with real-time updates and patches applied directly by Microsoft 
engineers.   
 
Exchange Online biggest advantages is the ability to use all of the new security 
features available in the cloud, the most important of which by far is the ability to 
turn on two-factor authentication (2FA). Some additional enhanced security features 
include; Message Encryption, information rights management/compliance center, 
in-place archiving, and data loss prevention. Additionally the security filters provided 
by Microsoft can eliminate 99% of unwanted emails. Over the past 3 months the 
Village received 152,007 emails with a spam rate of 62.10%.  Staff expects our spam 
rates to increase since the added protection will catch more, thus lowering our 
overall chances of exposing our network to a comprised email.   
 
 
Staff released an RFP outlining the necessary requirements on July 26, 2021 and 
received four proposals.   
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Staff rated the RFPs on the following conditions 
Evaluation Criteria Portion 
Functional and Technical Merit; Completeness of 
Proposed Solution 

40% 

Recent Experience with Projects of this Size and Scope 
in an Agency of Similar Size; Reference Information will 
be Taken into Consideration 

30% 

Cost of Proposal 26% 
Local Regional Business 4% 
Total 100% 

 
After reviewing the proposals staff recommends the Village select Sentinel 
Technologies out of Downers Grove IL.   Sentinel Technologies provided the most 
complete solution including all necessary Microsoft licensing, hardware and 
additional solutions not listing the RFP but are highly desired.  Additionally sentinel 
was the only company headquarter in Illinois. Staff budged $75,000 for this project.  
Staff has previous positive experience with Sentinel.  Staff contacted Sentinel’s 
referrals and received positive reviews.  
 
The other three RFPs were missing licensing which was a key component of the RFP.  
Staff estimated the missing licenses based on the other submissions or the average 
from those in order to make the best possible comparisons.  Even with the 
estimates, Sentinel’s proposal is still the leading solution.  Binacr proposal was 
incomplete and shifted some aspects of the project which were part of the RFP onto 
Village Staff. Cost for additional Microsoft servers, licensing and cloud services were 
not included as well.  
 
Sentinel Technologies $73,311.21  
Planet Technologies $76,257.40 - Incomplete missing licensing 
AgreeYa $60,800 - Incomplete missing licensing 
Binacr $34,280.00 Incomplete missing licensing & MS Azure costs 
 
The overall process requires additional portions of the Village’s network to be 
upgraded to accommodate the latest release of Microsoft Exchange Server.  The 
additional requirements are included in the RFP. 
 
Moving forward the migration to a hosted cloud based solution will create new 
annual expenses to the Village in order to maintain the licensing and backups.  The 
estimated yearly cost will be $7,908.75.   
 
Please see the attached Project Approach / Methodology (SOW), Master Service 
Agreement, and Billing Document (Appendix A) provided by Sentinel Technologies.  
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